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Loose Coupling is Key To SOA
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ic applications
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to the network and expose
them as services so that many
other applications can reuse

that functionality.
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Loose Security Coupling is Key To SOA Integration
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___Decouple Security Processing from Business Processing! |

*From Rosen, Lublinsky, Smith, Balcer, Applied SOA: Service-Oriented Architecture & Design Strategies, Wiley, 2008.
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Why is Decoupling of Security Processes

Jdmportant?
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(1) You dondot want business code

(2) You should reuse security logic for all services & clients

(3) Exposing Functionality into Reusable Components is what
SOA is all About!

*From Rosen, Lublinsky, Smith, Balcer, Applied SOA: Service-Oriented Architecture & Design Strategies, WiIey,A2008.
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High-Level Interceptor Design
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This is an Implementation-Agnostic Design:
Use it In The Framework of Your Choice
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Interceptor Code for You To Inspect

Back in the Day, | wrote DI AhercthOECHAeICODA Secujri ty
Horizontal Fusion (HF)

T Used Apache Axis 1.4.x za little dated, but still works
T Provides secure messaging, validation, access control using NCES Specification

T WS-Security SAML Token Profile-ish: WS-Security Messaging with SAML, WS-
Addressing MessagelD, Timestamp, with digitally signed components

T Customizable Access Control Methods
T Can use Local PDP/PEP - Recommended (old NCES PDS no longer supported)
T Can turn off CVS Checking tRecommended (Now, NCES uses RCVS)
T Client handlers & server handlers for NCES integration
T For other customers, | have

T Used different frameworks (same concept) *Axis2, JAX-WS, JAX-RPC, proprietary
security components (choose the web service container of your choice)

T My Code Online with Documentation & Examples
http://horizontalfusion.dtic.mil/docs/specs/20040417 nces_dia_security.zip
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