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Themes

• Acquire

– Flexible Approaches

– Swinging Pendulums

• Build/Baseline

– Enterprise focus

– Governance

• Certify & Accredit

– Networthiness & Handover

• Operate & Sustain

2Service Orientation doesn’t obviate the basics
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Service Oriented Architecture 

(SOA) Approach
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Problems

• Large systems are complex

– Systems of Systems, Families 

of Systems, are even more 

complex

• Historically, Programs, 

Systems, and Contracts 

have roughly meant the 

same scope of activities

– e.g., TBMCS

• Point-to-point interfaces are 

a large driver of cost

SOA to the rescue?
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What SOA isn’t

• A specific architecture

• A product

• An Enterprise Service Bus or many ESBs 

– Not necessarily required 

• A destination

• A way of life (at least an interesting way of life)

• A guarantee of success

• … alive?

– SOA is Dead; Long Live Services, Anne Thomas Manes, 

Jan 09

• Governance

– … but Enterprise Governance is required
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Changing Business Landscape

• Content Generation

• Data Strategy

• Content Provisioning

• Business Process Modeling

• Enterprise Architecture

• Securing the Network

• Securing the Content

6
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Governance Structures

Doing the Right Thing and Doing Things Right
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Three-Legged Stool of IT Capability Delivery
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Enterprise IT Governance Process

EA: TRM, SRM, PRM...

Meet/ deliver service 
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Design Time Run Time

EA: TRM, SRM, PRM 

...

Meet/ deliver service 

performance levels
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Enterprise SE
Commonly Managed IT Infrastructure

Sustainment

functions for IT-

centric systems

IT Lifecycle Center

Package/test 

capabilities, ID & 

expose

infrastructure

(HW, services, apps)

Engineering baseline = standards, applied BoK, plus 

developing and fielded infrastructure

Development programs/projects –acq PM and SE

Support/Operations



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Engineering Baseline (Level 0 View)
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Level 0 View
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Engineering Baseline Context
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Program Inputs
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Â ESC/EN tasked with responsibility for security engineering/IA 

process—support a more timely and effective C&A

Â Current State:

Â C&A timelines are expressed in months or years after 

completion of development

Â Incentivizes users to circumvent controls, creating risk

Â Solution space:

Â Integrate IA into core acq & SE processes

Â Consider certification by local technical authority (CTA)

Â V&V by responsible test organization vice paper process

Â Move from C&A to MA requirements for acquisition programs

Â Consider sustainment/OSS&E

Enterprise SE Approach
Information Assurance C&A

Transition Focus From Speed Of Acquisition To Speed Of 

Moving Capability To The Field
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Improve C&A Three-phases

14

Continuous Improvement, Sustainment

Longer-term 
improvements

Metrics-driven approach Compliance, ATOs 

Design/Implement Long-term Solutions

Root cause analysis of 
problems

Define/build solutions 30-120 days, beyond

Stop the Bleeding - “Blitzkrieg”

Team Approach Slash the backlog Focus on next 90 days
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Enterprise SE
Commonly Managed IT Infrastructure

Sustainment

functions for IT-

centric systems

IT Lifecycle Center

Package/test 

capabilities, ID & 

expose

infrastructure

(HW, services, apps)

Engineering baseline = standards, applied BoK, plus 

developing and fielded infrastructure

Development programs/projects –acq PM and SE

Support/Operations
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IT Lifecycle 

Approach

Focus:

ÂAid PoRs in packaging solutions for fielding

ÂCommoditize solutions as generic services

ÂMaintain situational awareness at an enterprise-level

ÂHelp PoRs assess solutions in realistic environment 

ÂMonitor/report on the performance of solutions 

running on AF IT infrastructure 

ÂAdvise on AF IT infrastructure maintenance

ÂShape/evolve the Enterprise Engineering Baseline

Separate Roles of Development and post-Dev activities



Controlled Environment for User Development

Apple iPhone Model

17

Tools

APIs, SDK

App Development

C&A
Rapid Capability
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Key Takeaways

• Acquire

– New vehicles give granularity and support Gov’t 

integrator role, e.g., NETCENTS-2

– Compose Capabilities vs Build Systems

• Build/Baseline
– To-Be Enterprise Engineering Baseline

– We are going to do Enterprise IT Governance

• Certify & Accredit

– Build Networthiness into process

• Operate & Sustain

– Address run-time handover, support, and IT 

Lifecycle Centers

18
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Questions?
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