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N Threats to Air Force Networks
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2008

Over 40 Billion Suspicious Connections

December 1998 — January 2003

Most activity from moderately skilled individuals

2007: 33 validated incidents
2008: 127 validated Incidents

- 75% were preventable

- Patches/updates

- Incorrect configuration
- Poor settings
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February 2003 — 2005

Skilled / organized actors (possibly state-sponsored)

» Physical destruction
« Forces of Nature 2005 — Present

« Nation States Trend reports identify associated state-sponsored attacks
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* Non-State Actors

“As the nation with the world’s most advanced armed forces, we can’t
afford to risk losing the freedom of action in the cyberspace domain.”

- SECAF Jun 07



http://en.wikipedia.org/wiki/Image:Blmexcavsm.jpg
http://www.fbi.gov/wanted/terrorists/terbinladen.htm
http://www.fbi.gov/wanted/terrorists/teralzawahiri.htm

\.‘,j Unconstrained Asymmetric Threat
Us V.S. Them

q m“
= b=« =i Hmmm this looks
| s @'T] cool. Let’s give it
s =) - atry.

i e O

Ak " "lw |ﬂwilllu 'IUF'H"”"

ikAsu ment Process
CRRA Planning,

” I\l Il II

| (54 !

‘ | il ' i

Programming pPOM
PBDs,
PDMs

CONOPS Champs
Programs Review B Budget

Fielded
Capabilities




A y
¥¢ C2in aChaotic Environment

« Air Force networks are heterogeneous
« Disparate architectures & configurations
« Tactical blue forces with differing capabilities/expertise

 Limited integration of C2 & situational awareness tools

* Fighting multiple adversaries simultaneously with varying
capabilities/intent

« Exploitation tools readily available to adversaries

Cyberspace Forecast

PO

- Today Tomorrow




' y
\w/ ...the speed of light?

Block 30 spl
Proposed Proposed
Start SRD/_FOC OTE /EOC
[ [ [ | X
04 05 06 09 10 \— SIPR Deployment?
SRD
Block 30 sp2
i ; ' > 27
08 09 10
SRD First Deployment OTE FOC
Block 35 VLMS /—
i i >
08 09 10
Block 40 CCS Proposed RFP REP FOC?

i S/ — AN

08 09 10




Questions?



