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To provide computer network operations and defense actions for the AF Enterprise 
Network enabling mission assurance of Air Force Active Duty, Air Force Reserve and Air 

National Guard warfighting operations 

Mission 



= PACAF = USAFE = AFMC = ACC 

= AETC = AFSOC = AFSPC = AMC 

= ANG = AFRC = FOA/DRU/Other 

 104+ Bases With Standalone  

External Gateway Connections  

16 Gateways  

•  Every base an  Internet 

entry point 

•  104+ points to breach net 

security  

 

•  Remotely administer global 

network transport equipment 

•  Remotely administer global 

network defense equipment  

• Security Enhanced 

• Provides global AF 

Network boundary 

protection 

• Defense in Depth 

•  C2 Greatly Simplified 

•  Standard Interface to GIG 

26 NOS 

Centralized Command, Decentralized Execution 
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Applications 



Storage Area Networking: 
Why use a SAN? 

A SAN provides Speed, redundancy, 
tiered storage, shared storage, 

expandability, snapshots, replication, 
and centralized management. 



SAN Advantages 

• Redundancy 

• Shared Storage 

• Tiered Storage 

• Expandability 

• Replication 

• Centralized Management 

 

 

 

 

 

 

 



AFNET OPS SAN 
 

 

• Manage over 70 storage Arrays.  
• Use a mix of Fibre Channel and ISCSI  to connect 

devices. 
• Various hosts connect to the SAN (Windows & 

Unix/Linux). 
• We manage over 5000+ hard drives on the SAN. 
• This is over 1.80 petabytes of raw storage. 
• Numerous applications are setup for replication for 

COOP/DR capabilities.  
 

· 1 Bit = Binary Digit 
· 8 Bits = 1 Byte 
· 1000 Bytes = 1 Kilobyte  
· 1000 Kilobytes = 1 Megabyte  
· 1000 Megabytes = 1 Gigabyte  
· 1000 Gigabytes = 1 Terabyte  
· 1000 Terabytes = 1 Petabyte 















Processes 



• Kotter’s eight steps to lead a 
successful change effort: 

 
– Establish a sense of urgency 

– Create the guiding coalition 

– Developing a vision and strategy 

– Communicating the change vision 

– Empowering employees for broad-based action 

– Generating short-term wins 

– Consolidating gains and producing more change 

– Anchoring new approaches in the culture  





26 NOS IP Blocks 

• 26 NOS blocked 4228 IP addresses in 2009 at the Gateways 

• Only 16 Gateway ACLs updated vs. 200 base SDPs 

• AF Enterprise blocks take 5 minutes to accomplish 

• Malicious hosts/networks kept out of AF Networks 
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Expectations of 26 NOS Leadership 
 

•Create and foster a coachable environment 

•Remove the thoughts of personal attacks or emotional feelings from communication with 
Commander (Nothing is personal—its only business) 

•Act as consultant to Commander on all issues if requested (Operations, Manning, Finance, 

Performance…etc.) 

•No cursing or abusive language in the professional environment 

•If Commander requests your attendance  at an event to supplement his attendance, you should 

try to support covering 
•No consideration that there are favorites or cronies within the 26 NOS to Commander—“26 NOS 

is One Team—One Fight” 
•Support  of Management (Commander) decisions—after direction is given –without any visible 

animosity; Keep appearance of “One Team” 
•Promote open communication 
•Leadership’s job is to work Commander’s desires as long as they are not Illegal, Immoral, or Un-

ethical 

•Assist in Senior Meetings with Tactical and 6, 12, and 18 month Strategic Planning 
•Keep communication in decency and in order (Praise in public—Punish in private) 

•Leadership duties are everything in Core Document, and then being able to handle all things that 
the Squadron Commander does (Staff Meetings, Finance, Contracts, Personnel …etc.)  



Commander’s Philosophy 
 

 

•Every Military Member, Civilian, and Contractor in this 

unit has four individual responsibilities 

Know your job 

Be situationally aware 

Be healthy 

Treat every individual with dignity and respect 

•Leaders set the example 

•Think through problems and let me know what YOU 

would do if YOU were the CC 

•DON’T COMPLAIN! 

•Keep a sense of humor, enjoy your families, and have 

fun. 



26 NOS Permission Slip 

                          

•Is it good for my customer? 

•Is it legal and ethical? 

•Is it something I am willing to be accountable for? 

•Am I prepared to answer 4Ws and H to the boss? 
 

 

 

 

 

 

If so, don’t ask permission.  You already have 

it…Just do it! 



SUMMARY 


