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Air Force Space Command 

• Lead USAF Major Command for Cyberspace  

• Core Function Lead Integrator for Cyber Superiority 

• Define capability needs; prioritize requirements 

• Develop and administer budget program 

• Manage cyber professional career development 

• Control and Manage the operational environment 

• Establish/sustain operational baseline 

• Deploy and monitor applications and services   

• Provide Tier 1 Help Desk/ enterprise service levels 

• Conduct Cyber Operations 

• Implement  deliberate & crisis planning 

• Maintain enterprise SA to assure missions 

• Execute operational orders  
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Command Leads Deliver Capabilities 

Cyber Integration- Infrastructure 

 

Cyber 

Operations 

 

 

 

Cyber 

C2 & SA 

 

 

 

Cyber 

Warfare 

 

 

• Command Lead Focus and Accountability 

• Cross-Functional Planning & Implementation 

• Single Interface to All Stakeholders 
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Current Implementation Strategy 

• Consolidate & elevate enterprise management 

 

• Simplify & centralize enterprise control 
 

• Deliver enterprise services  
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16 
Gateways 

2 Area 
Processing 
Capabilities 
Providing 
Services & 
Centralized 
Help Desks Standardized  

Base Boundaries 

Coordinated 
NetD & E/A 
Activities 

100+ Bases  100+ Non-Standard 
Base Boundaries 

132 
Gateways 

Consolidate & Elevate Enterprise Mgt 
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Simplify & Centralize Enterprise Control 

- Multiple domains-multiple forests 

 

- Non-standard baseline  

 

- Limited SA of the enterprise 

 

- Complex operations, training and 

security 

- Single AFNet domain 

 

- Configuration managed baseline 

 

- Cyber C2/SA by single commander 

 

-  Reduced complexity; improved 

mission assurance 
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Mediation 

 

Metadata 

 

Exposure  

  

Supporting Services  

Presentation 

 

 Orchestration  

  

Deliver Enterprise Services 

Mission / Functional 

Unique Applications 

NetOps Services 

Network Management 

Server Management 

Vulnerability Management 

Configuration Management 

Voice Systems Management 

End Device Management 

Incident Management 

Mission Assurance 
(COOP, DRC, Net Defense) 

Change Management 

Storage Management End-to-End Performance Monitoring Situational Awareness 

Problem Management 

Enterprise Core Services 

Collaboration 
(Video, Text, Voice) 

Messaging 
(Email,  

Mass Notification) 

Directory Services 
(Identify Management, 

Authentication, 

Authorization) 
 

Information Management 
(Workflow Management, 

Storage, Print, FAX) 

User Assistant 
(Enterprise Service Desk)  

  

Application Hosting 

Discovery 
(Federated Search) 

24 AF Operations* AFSPC Lead Command 

Security 

 

 ESB 

 

Enterprise Mgt 
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Capability Delivery Evolution 

• Single Lead Command focus 

on network / storage ;  limited 

computing capabilities 

• Various PEOs/PoRs /entities 

delivering infrastructure 

• No established baseline stds 

• Lack of effective coordination 

with application PoRs 

• Limited use of enterprise 

services; stovepiped SOAs 

• Lack of governance 

 

 

• Single Lead Command focus on 

enterprise infrastructure 

capabilities 

• Clearly established PEOs/PoRs 

infrastructure responsibilities 

• Established operational baseline 

• Full collaboration/coordination 

via SDDP 

• Deliver enterprise services to 

meet mission/functional needs 

• Strong enterprise Governance 

 

 Where we’ve been. . . Where we’re going…. 
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Enterprise Infrastructure Capability Model 

Presentation 

Business Rules 

Application 

Data 

Soft Infrastructure 

Computing 

Network & Communication 

Storage 

M
a
n

a
g

e
m
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n

t 
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e
c
u

ri
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AFSPC Lead Cmd/PEO Support 

Mission Area Lead Cmd/Functional/Application PEOs 
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 Adopt  enterprise-provided                                                               

services (including enterprise  e-

mail) 

 Consolidate Data Centers 

 Collapse AF Gateways/Use                                                               

DoD security boundaries 

 Provide infrastructure services 

 Centrally Control IT Purchases 

 Adopt Unified Communications & 

Collaboration solutions 

 Capture additional organizational 

efficiencies 

 Commercial SATCOM 

consolidation 
 

Eight AF IT Efficiency Objectives 

Increase 

Mission 

Effectiveness 

Enhance  

Cyber 

Surety 

Achieve 

Efficiencies 

 Emphasizes AFSPC Lead 

Command responsibilities 

Directly supports OSD IT acq 

reform,  DoD  IT consolidation & 

OMB 25 Point Plan efforts 

Focuses on the “sweet spot “ of  

effectiveness, efficiency, and cyber 

surety 
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AF Cloud Computing Notional Concept 

AF Cloud 

DoD Cloud 

Commercial Cloud 

SaaS 

IaaS 
PaaS 

PaaS 

PaaS 

IaaS 

PaaS 

SaaS 

SaaS 
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Enterprise Infrastructure Governance 

• Coordinate capability needs 

• Reinforce target baseline 

• Review concepts/technologies  

• Monitor implementation & supporting capabilities 

• Measure effectiveness & efficiency of services provided 

SAF CIO IT 

Statutory 

Responsibilities 

AFSPC Core 

Function Lead 

Integrator Role 

MAJCOM – 

Functional Mission 

Needs 

PoR Acquisition 

Strategies 

Provide Focus and Balance 
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How We Get There 

• Leverage AFSPC Lead Cmd Responsibilities 
• Drive priorities with full weight of 4 star CC responsible for  

assuring missions  in cyberspace 

• Enable effective operations, ensure cyber surety & gain          

efficiencies for added mission capability 

 

• Establish effective processes & governance 
• Services development and delivery (SDDP) 

• Baseline management 

• Enterprise Infrastructure governance 

 

• Partner early and often 
• 24 AF, MAJCOMs, SAF/CIO-A6, SAF/US(M), SAF/AQ, Product 

Centers, Industry, Academia, Sponsors, Functionals, Users . . .  
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