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 The CIE Provides and Efficient Solution to the Current Mission Application 

Test and Development Needs of the Air Force 

 The CIE Reduces the Cost, Risk, and Impact Incurred by Program Offices for 

Standing Up and Sustaining a Production Environment 

 The CIE Staff Leverages Lessons Learned and Experience to Assist Programs 

Deploying into their Target Environment 

 The CIE Teams with Production Staff to 

Ensure a Smooth Transition from the 

Test Environment to Production 

 The CIE Provides a Secure 

Environment in which Program 

Offices May Develop and Test with 

Real Production Data 

Capabilities Integration Environment 
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Savings 

CIE 
Infrastructure 

CIE 
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 The CIE Test Environment Emulates the Majority of the End-to-End 

Infrastructure for Multiple Deployment Environments 

 AF Bases are Emulated Using Accurate Standard Desktop Client (SDC), AF 

Base Gateway (Block 25), and AF Base Network (SDP) Devices 

 DISA is Emulated Using a Network Architecture Designed to Emulate DISA 

Policies and Configurations 

 GCSS-AF is Emulated Using Akamai and Webseal Services Configured to 

GCSS-AF Specifications 

 The CIE is Dynamically Configurable to Support Multiple Program Lifecycles 

to Include 

 DISA Deployment 

 GCSS-AF Deployment 

 Legacy System Maintenance 

 Research and Development 

Capabilities Integration Environment 

Configuration 
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 CIE Hardware 

 750+ Physical Servers 

 1200+ Logical Servers 

 800+ Pieces of Physical Hardware to Include Servers, Firewalls, 

Routers, etc. 

 CIE Personnel 

 60+ Trained, Experienced Staff 

 1200+ Developers Using VPN Access 

 CIE Network 

 Independent CIE Network for Testing Off of Production Network 

 Normal Production Network Connectivity Through Gunter AFB 

LAN 

Capabilities Integration Environment 

Hardware, Personnel, Networks 
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 3 Year ATO / ATC Granted 24 May 2010 

 The CIE Allows Program Offices to Develop, Integrate, and Test 

Using Real-Time Production Data 

 Personally Identifiable Information (PII) Zone 

 Restricted Zone Within CIE with Specific PII Security Procedures 

and Restrictions Allowing the Open Use of PII Data 

 Allows to Use of PII Data for Interface and Data Migration Script 

Testing Previously Unavailable to AF Program Offices Until 

Production 

Capabilities Integration Environment 

Security 
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Capabilities Integration Environment 

Targeting Cloud 

 Move From Emulation to 

INNOVATION 

 Reduce, Reuse and Recycle 

 Efficiency and elasticity through higher 

utilization of hardware resources 

 Automated provisioning and 

decommissioning 

 Cost Savings 

 Reduce HW and customer labor 

investments 

 Mission Focused 

 Dev, Test, Fielding – not infrastructure 

 Schedule – faster deployments 

 Initial Target  

 Infrastructure as a Service (IaaS) 

 Platform as a Service (PaaS) 

CIE 
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Enterprise 
E2E 

Testing 

E2E Testing 
Governance 

E2E 
Infrastructure 

E2E Testing 
Process 

AFMC/CC Tasking 

Develop end-to-end Information Technology (IT) 

testing process to include associated primary 

organization of responsibility, facilities, 

personnel, and processes required. 

 

Enterprise End-to-End (E2E) Objectives 

 Create an E2E infrastructure to be utilized for all of 

the DT&E and part of the OT&E processes 

 Document an E2E process which eliminates 

redundancies between DT&E and OT&E while 

increasing visibility of overall infrastructure and 

interoperability concerns 

 Document E2E governance to maintain an E2E 

infrastructure and to require programs to test their 

impact on the overall operational infrastructure 

Enterprise End-to-End Testing 

Tasking and Goal 
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 2 SEP 2010 – Original E2E Tasking and Charter Discussion Meeting 

 Creation of Infrastructure, Governance, and Process Sub-Tasks 

 Identification and Evaluation of Existing AF Test Environments 

 22 SEP 2010 – First GO-Level E2E Report and Assignment of Action Items 

 Initially Narrow Scope of E2E to Unclassified, NIPRNET Systems 

 Review and Clarification of E2E Action Items 

 Identification of Capabilities Integration Environment as Center of E2E Lab Strategy 

 17 FEB 2011 – Gartner Evaluation of E2E Meeting Strategy 

 Discussion of AF E2E Strategy with Gartner Compared to Commercial Strategies 

 11 MAY 2011 – E2E Architecture & Network Governance Meeting 

 Presentation of Test Lab Architectures and Connections 

 Discussion of Lab Federation Strategy and Lab Connection Possibilities 

 Presentation of AFSPC Network Governance and Configuration Management 

 Discussion of E2E Environment Configuration Management Strategy 

 Currently Drafting E2E Strategy for IT Business Systems Scope Including Roles and 

Responsibilities for Review by E2E Team 

Enterprise End-to-End Testing 

Timeline 
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Enterprise End-to-End Testing 

Current Status 
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 3 Deployment Scenarios Tested 

1) DISA Deployment 

2) GCSS-AF Deployment 

3) Legacy AFB / Mainframe 

Deployment 

 Multiple Control Points for 

Configuration & Test Control, 

Monitoring, and Evaluation 

 Block 30 / AFNET 

Increment 1 

 Configurable WAN 

Latency Simulation 

(Shunra) 

 Akamai GCDS 

Development / Test 

Services 

 GCSS-AF Services 

 Governance / Configuration 

Management 

 INOSC Block 25 CM 

 CITS / 26 NOS Block 30 

CM 

 AFECMO SDC CM 

 AFCERT / DISA HBSS 

Security CM 

 Akamai GCDS CM 

 GCSS-AF PMO CM 
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Enterprise End-to-End Testing 

Targeted Environment 
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 3 Deployment Scenarios Tested 

1) DISA Deployment 

2) GCSS-AF Deployment 

3) Legacy AFB / Mainframe 

Deployment 

 Added Hardware to Complete 

E2E Transaction Path 

 GCDS Akamai Server 

 ADX Server 

 New CIE DREN Connection 

 Connect All Block 25 to 26NOS 

AFNET Block 30 

 New Configuration Management 

Procedures Taking Advantage 

of Processes Currently Under 

Discussion with Operational 

Organizations and Other Test 

Labs 

 Goal of AFOTEC Certification to 

Provide Possibility of Integrated 

DT&E / OT&E Testing and 

Associated Savings to the AF 

that Come with Shortened Test 

Schedules 

 Goal of Completed Transaction 

Path Being Utilized for Current 

and Planned, Future Release 

Patch Testing for AFSPC and 

AF Application Data Collection 
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 SAF/A6 approved Designating Accrediting Authority and Certification Authority 

change for A4/7 systems under a new risk-based C&A process (September 2010) 

 Mr Dunn (SAF A4I) given DAA responsibilities 

 ESC/ENIA given CA authority for SAF A4/7 systems 

 ENIA responsibilities 

 Certify SAF A4/7 systems 

 Work with Functional DAA (Mr Dunn) throughout C&A process 

 CA sign “CA Recommendation Memo” to DAA recommending staring/continuing 

operations or ceasing operations based on technical analysis from the ENIA staff 

 Status: 

 ENIA has been operating as the CA for approximately 8 months with much success 

 Systems receive closer security analysis; systems fielded in more timely manner 

 “Non-secure” systems taken off line (cease operations) 

 SAF A6 using SAF A 4/7 C&A process as a model to expand AF-wide in the future (i.e., 

functional DAAs and de-centralized CAs) 

Delegation of Certification Authority 

(C&A) 


