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Mission

To provide computer network operations and defense actions for the AF Enterprise
Network enabling mission assurance of Air Force Active Duty, Air Force Reserve and Air
National Guard warfighting operations
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Storage Area Networking:
Why use a SAN?

A SAN provides Speed, redundancy,
tiered storage, shared storage,
expandability, snapshots, replication,
and centralized management.
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SAN Advantages

Redundancy

Shared Storage

Tiered Storage
Expandability
Replication

Centralized Management
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- 1 Bit = Binary Digit
- 8 Bits = 1 Byte
AFNET OPS SAN
- 1000 Kilobytes = 1 Megabyte
- 1000 Megabytes = 1 Gigabyte
- 1000 Gigabytes = 1 Terabyte
* Manage over /70 storage Arrays. 1000 Terabytes = 1 Petabyte

e Use a mix of Fibre Channel and ISCSI to connect
devices.

e Various hosts connect to the SAN (Windows &
Unix/Linux).

* We manage over 5000+ hard drives on the SAN.

* This is over 1.80 petabytes of raw storage.

* Numerous applications are setup for replication fa
COOP/DR capabilities. /]
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" Fri 13 May 11

16:17:12

Health

Base Reason

Detail

FROM 05/12/2011_07:00_ 1o 05M2/2011_16:59_ ALL_LocaL_TIME_ZONES
RAW DATA COMPILED BY CA EHEALTH

GATEWAYS
AVG AVG
CIRcuIT AvG Birs  |Avc Bits ToTaL
Device Name INTERFACE NAME S1zE s ouTls E;?:%WDTH gt¥fE;W.LDm BANDWIDTH
AVIAMNO1-GW USAFE-AVIANO1-GW-GE/Z-DISNCORE-7/0/0_MO3T 15000 |5345M0M [33.15M 3I56E3% |2210% (3T
BEALE1-GW ACC-BEALET1-GW-GEBM-DISNCORE-7I0Z_TZY5 950.0M  |28551M [22871M 3005% |2407% [184T
HICKAM1-GW PACAF-HICKAMI-GW-GE/2-WAHIAWA-NIPR-F5M1/0_X084 |84.0 M 4394 M 1995 M B231 % |2375% (23T
KIRTLAMD1-GW AFMC-KIRTLAMND-GW-GE/Z2-UJEWMIR-010-G7/0d_7WYS |6220M 17909 M [163.96 M 2B79% |2636% [123T
LACKLAND1-GW AETC-LACKLAND1-GW-GE/Z2-DISNCORE-7I07_7RA6 815.0M |45310M (32355 M EBE0% |3970% ([278T
| ARG EYA-CU AT ARG EYA O CRR HANMPTOMBPOANG 700 7105 |RAnnil (2002 M 288 32 M T334% |5230% (2467
ACADEMY-SDP A4/0.1 - SCHRIEVER-NIPR 6/0/0, 7JGG, 198.26.140.65, 30Mb - {106) -Up - up(1) M |442.56 M 9847% |5532% |327T
- T it 0.00 M 0.00 % 0.00 % G3IE0M
g oMUY ""‘.”] - adl ‘ M |362.47 I 4088% |48.33% |2637T
L4 o, "
5 ! (YT [ A 42,80 M 3421% [2854% (347
A ESS e ST
£ ENTERPRISE IBC By Base ForR 05/11/2011
a5 L\.'n\-w’ A oAl
0
Tue 12:00 Tue 16:00 Tue 20:00
From 2007/06/05 09:11:25 To 20 oo T
Currentin: 10.16M Averagein: 5.28M Maximumin: 14.98M 9.27GB 1633 %
Current out. 12.41M  Awverage out. B.72M  Maximum out. 23.08M A7.48 GB |83.67 %
O Inbound W Outbound 56.74 GB
O 95th Percentile - 204564 10.49 bits /sec
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Nodes with Problems EDIT | | HELP

NODE DESCRIFTION E'Eggig (RERE=1Y
TIME L=y

o - Blue Coat SG8100 Node is Down. No Response 100 %

@ RrasePow-001 Interface "2:0° is Down. 131ms 0%

Top 10 Nodes by Percent Packet Loss EDIT | | HELP

NODE PERCENT LOSS

o - Blue Coat SG2100 100 % |

TDp 10 Nodes b}‘ Percent MEI'I'IDF}‘ Used EDIT  HELP

NODE MEMORY USED

@ LKL-HORTR-001.grace.ad.af.mil 57 % |

@ GNT-HORTR-001.grace.ad.af.mil 56 % |

© LKL--CONF-001.afnoc.af.mil 51 % I

@ LKL--SANSW-007.grace.ad.af mil 51 % ]

@ GEEQ-DC-002.Igad.localaf.mil 1% ]

© GEEQ-DC-001.lgad.local.af.mil 51 % I

@ LKL-G-MSWT-002.afgate.ad.af.mi 50 % ]

@ OFF-G-MSWT-D02.afgate.ad.af.mi 50 % —

@ kir-g-mswi-002.afgate.ad.af.mil 50 % [

@ STA-G-MSWT-002.afgate.ad.af. mil 50 % ]

Top 10 Nodes by CPU Load EDIT | | HELP

NODE CPU LOAD

@ LACKLAND1-3DP.afnoc.af.mil 2% ]

@ NELLIS-SDP.afnoc.af.mil 69 % ]

@ sSCOTT2-SDP.afnoc.af.mil 65 % I

© EDWARDS2-5DP.afnoc.af mil 58 % ]

© TRAVISZ-SDP.afnoc.af mil 55 % ]

@ RANDOLPH-ADX.afnoc.af.mil 54 % I

© TINKERZ-SDP.afnoc.af.mil 46 % [ ]

@ WPAFB1-SDP.afnoc.af.mi 45 % I

@ HILL2-3DP.afnoc.af.mil 45% |

@ DYESS-SDP.afnoc.af.mi 42 9% |
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Search for Nodes EDIT  HELP
Find Search By
Node Name j | SEARCH |
Examples: Cisco®, 10.15.%* W?ndows, Server-*, * SolarWinds. Net
Down Interfaces EDIT  HELP
INTERFACE LAST CHANGED
@ RAS-G-PXYW-001
o 2:0 1119/2011 04:58 P
Top 10 Interfaces by Percent Utilization EDIT  HELP
NODE INTERFACE RECEIVE TRANSMIT
Serial3/1 - ONZUKA-SDP 531 -
@ U . © VONTEREV-NPR 50, 7UDA 96% DI o4
: A 1536Kb
2COTT2 GigabitEthernetds1 - SCOTT2-S0P GO/ -
(3] - ; @ SCOTTI-GW G1446, 1000, 62% | 64 %
SOP.afnoc.af.mil
250Mb
Serial4/l - HOLLOMANZ-SDP S4/0 -
HOLLOMANZ- o
@ o oiocatmi @ KRTLAND-NIFR S4/1/0, T3V6, 99 % 22%
VPAFBI. GigabitEthernetds! - WPAFB1-SDP GO/ -
Q oo @ WPAFB1-GW G146, 3000, 3% 7%

B

threshold.

Node SCOTT-AMC2.afnoc.af.mil has an average response time of 210 ms which falls above the 200ms

Node GRAND-FORKS-AMC.afnoc.af.mil has dropped its average response time from above 200ms to 95
ms which falis below the 100ms threshold.

LANGLEY2-GW.afnoc.af.mil rebooted at 5/10/2011 10:43:00 PM
HICKAM2-GW.afnoc.af mil rebooted at 5/12/2011 6:00:00 AM

THERIDTTT 7=

SDP.afnoc.af.mil

JouTE

e MCGUIREZ-
SDP.afnoc.af.mil

© PENSACOLA-NIFR S3/0/1, 7321,

Seriall/) - MCGUIRE2-SDP 5140 -
@ MECHANICSBURG-NIFR S4/3/3, TJF3,

Top 10 Errors & Discards Today

100% I 4% |

96% I 7% §

EDIT | HELP
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~ Report Graph

Report Data
Filtered by: Date is Previcus 1 weeks (5/1/11 - 571 1}where Client IP Is

Viewing rows 1 to 15 (total 99245

Site

Hickam Top 15 Weekly: Calculated by Total Bytes T Save As...

Fic|~|  ChartLegend |

wanw. my.af.mil
/// l 1 disa.mil

—————— () I www. facebook.com
www.e-publishing.af.mil
I zed-00 .53 . amazonaws. com
www.google.com
I emf.mpl.miisclutions.net =
o I_>l_I

Report Options

[“1Email & Archive to Server

Graph Options

@ Total Bytes

golearn.csd . disa.mil

bft. fnmoc. navy. mil

== First = Previous

Total Bytes |

emf.mpl.miisclutions.net

golearn.csd.disa. mil 28.60 GB
wnw. myy.af. mil 24.09 GB
orl. disa.mil 14.86 GB
bft.fnmeoc navy.mil 1291 GB
www.facebook. com 2.25 GB
www. e-publishing.af.mil 6.47 GB
zod-00.53. amazonaws. com 5.40 GB
www.google.com 522 GB

5.07 GB
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lorer provided by USAF

2 hitps;//superman.afnoc.af.mil/ > 8 | & | x | Live searcn £~

Fle Edit View Favorites Tools Help

v B v ® v [)bage v {iTooks v ”

55~ | @ Connecting... ‘ @ % NoS

Dashboard Cisco Support NIC mil AFNOC LAN Ckt. Upgrade

ALL CLEAR

[ NIPR - Interface Alerts x6743 ]
{ Status Hostname Interface Since. Reason Duration Tools. Owner

Response > 600ms. | Recent Serious Outages

THULE-SDP BOLLING-SDP 2009-12-04 12:30:37 00:01:00

DIEGOGARCIA- 785 ms. LOS-ANGELES1-SDP 2009-12-04 08108142 00:00:00

soP - o Shnmmnnnon oo oo
—

Network Health Index

Healthy 100.00% ' Response > 600ms
DIEGOGARCIA- [T ERES
sbe '
THULE-SDP 632 ms=s

ALL RECENT OUTAGES

—

Network Health Index

Hostname

Interface

Duration Tools Owner

B R D None
R D wyattEe. Hil
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LOGWATCH |
TIME TYPE  SENDER MESSAGE
165:21:32 ! LACKLAND2-GW e

o list 3 denied 5.5.5.5 1 packet 1 AVIANCI-GW ] 1 00 %
[ o \ -G\ = =— = 3
16:16:23 a LACKLANDZ2-GW e st 3 denied 3.3.2.3 1 packet 2 BEALEI-GW | —— Y LA
o g 3 BROOKS-SDP ] 100%
16:06:43 g!! OSANZ-SDP Login failed [user: gitcheld] [Source: 4.4.4.4 Jllocalporfs  CAPE-CANAV-SDP [ = - B 100%
. . . . A ! R 9 )/
16:02:59 q& EGLIN1-SDP Processing of Quick mode failed with peer at 2.2.2.2 9 - CARE-COD-S0R h] 100%
6 CAVALIER-SDP o o o o e ] 1000
100%
15:59:53 ‘gﬁ HICKAMZ-SDP Processing of Quick mode failed with peer at 1.1.1.1 7 CLEAR-SDP E — ] 100%
8 CROUGHTON-SDP S T L

BLOCK UNBLOCK SEARCH SYNC MISSED CHANGES logged in as : richardsonal

h—ﬂ 100%

= - &l 100%
d 100%
=) 100%
8l 100%
=l 100%
g 100%

Permit/Deny | ~

Type |ENESU - |

lohost: [ 123.223.225121

: RN - = B 100%
17 LANGLEY1-GW ) 100%
18 LANGLEY1-SDP ] 100%
19 LANGLEY2-SDP () 100°%

20 LINTHICUM-50P b e e ) 1009
21 LKL-I-SDP-001 [ 1 1nnes
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c 4
SEFREZH BR
i Interface Utilization 10 Jan 2010 21:47:00 - 11 Jan 2010 21:47:00 GMT
Traffic Average Percent Time Percent Time
e TRz Direction Speed (bps} Utilization Util. = 50.00 % Util. 2 75.00 % ¥
[ | TINKER-SDP: TINKER-BASELAN out 143.00 Mbps 41,47 % 34.00 % 31.00 %
[ | NIAGARA-SDP:NIAGARA-BASELAN In 12.00 Mbps 52.20 % 41.00 % 29.00 %
[ | DOVER1-SDP: DOVER1-BASELAN out 15.00 Mbps 37.63 % 40.00 % 29.00 %
[ | NELLIS-5DP:NELLIS-BASELAN out 52.00 Mbps 29,35 % 25.00 % 23.00 %
[ | HURLBURT1-SDP:HURLBURT1-BASELAN out 24.00 Mbps 38.37 % 33.00 % 22.00 %
PATRICK1-5DP: PATRICK1-BASELAN out e e ey St
= v < Timeframe 4 11 Jan 2010 13:57:00 - 12 Jan 2010 13:57:00 GMT Close
[ | SCHRIEVER-SDP::SCHRIEVER-BASELAN out e Toeri . e SelectEntire Frame 3~ + — 4 )
[ | INCIRLIK1-SDP::INCIRLIKT-BASELAN out Gustom ___~ Jf Hone - % -
= Qut
] YOKOTAZ-5DP: Y OKOTAZ-BASELAN out SriTas How:  Mimt A
1M ow Jsn v 2010 v D 12w 57w %15 Protocol
[ | FT-WORTH-SDP::FT-WORTH-BASELAN out i@ -
EndDate. Hour:  Minute: —0ut
[ | Aggregations::Ramstein Base Out 12 ~jlen ~) 210 ~ D 13 ~}57 - 3
1)
[ BARKSDALE1-SDP:BARKSDALE1-BASELAN Out 1395 17ds 2 s T i 1
M Utilization = 75.00 % | Utilization = B et ]

T ¥ Stacked Protocol Trend - In

10.Jan 2010 21:45:00 - 11 Jan 2010 21:45:00 GNT

TINKER-SDP: TINKER-BASELAN - TINKER-BASELAN

148.00 Mbps

95 samples &t 15 minute resoltion

1]
2145 0:30 315
10 Jan 1 Jan

T
843 11:30 1415

T
100

T "
1945 20850 Oher

hitps (*.ip.tcp.443)
ah(ip)

hitp (*.ip.tcp.80)

smtp (ip.tcp.25)

VPN NAT-T (*.p.udp.4500)
ftp-data (*ip.tep.20)
TCP-5061 (“p tcp.5061)
esp (%ip)

CISCO VPN Client (*.jp.udp.10000)

ssh (iptcp.22)
oracle (*iptep.1521)
TCP-1414 (“iptop.1414)

1 Jan
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f e 9 —m
e Kotter’s eight steps to lead a
successful change effort:

— Establish a sense of urgency

— Create the guiding coalition

— Developing a vision and strategy

— Communicating the change vision

— Empowering employees for broad-based action
— Generating short-term wins

— Consolidating gains and producing more change
— Anchoring new approaches in the culture
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Team Leads Craale Reguirements Section
CSRD, coordinates reviews. Adds POC, CSRD- Communications/Computer Systems Requirements Document
i - assigns CSRO #, sends o 18- | rformation Assurance Section
IAJECACNMIFT CC CC for approval Ch- Configuration Managament Section
sends o EC-Equipment Custodian
Reaquirements Fh-Financial Management
Seaction COMNS- Contracting Squadron
4 CC Approve
Disapprove
Disapproved
Approved
Requirements POC conducts Market
Section sends to Research, Completes IGE.
Team Lead Dirafts Sole source or Brand
Mame Justification as needed

Requirements

Section adds 1o

o Funds—{ Urfunded List and

does periodic review
for prioritization

FM determines funds
availability

Yes, Funds
Available

FM Creates Form

Fr amd
Requiremenis
Disapproved —»  Section reviews

and datarminas
corrective actions

Reqguirements Section
notifies
IAEC/CMTeam Lead

Appro Closes CSRD
o abtes Reuiremers Haraware
received proposals Sezt'ulr” "";O"r'es 1A
to Requirements C/ChMiTaam Requirements notifies
Section Lead [—Software IA/CMTeam Lead
Closes CSRD
1 T
Requirements
sengagfm. T:‘I;‘to WVandor Dalivers 1o
Evaluation and Uinit
Selection
CONS sands *
remarks to Wendor T
resubmits for POC make
proposals selection and sand
to Requireaments CONS Awards and
1 Section Makes Purchase
Mo Did Tech Eval Ragquirements Sends

eat requirement?, selection o COMS far

aveard

Requiramants
Section updates
res————m  tracking system

and noiifies FM of
Pending award
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26 NOS blocked 4228 IP addresses in 2009 at the Gateways
 Only 16 Gateway ACLs updated vs. 200 base SDPs

* AF Enterprise blocks take 5 minutes to accomplish

* Malicious hosts/networks kept out of AF Networks
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26 NOS Training .9’/ Elt CC / Stan Eval GS-13/12/11

Development : Team Lead SMSgt/MSgt
36— Plan as of 2 Feb 10

Controller
18—
6 p—
Officer Enlisted Civilian
0— (Lt — Lt Col) (SrA — SMSqt) (GS-6 — GS-13)




ITS 2011

AFCEA

ONTGOMERY IT SUMMIT 2011

Expectations of 26 NOS Leadership

*Create and foster a coachable environment

*Remove the thoughts of personal attacks or emotional feelings from communication with
Commander (Nothing is personal—its only business)

*Act as consultant to Commander on all issues if requested (Operations, Manning, Finance,
Performance...etc.)

*No cursing or abusive language in the professional environment

If Commander requests your attendance at an event to supplement his attendance, you should
try to support covering

*No consideration that there are favorites or cronies within the 26 NOS to Commander—“26 NOS
iIs One Team—One Fight”

*Support of Management (Commander) decisions—atfter direction is given —without any visible
animosity; Keep appearance of “One Team”

*Promote open communication

*Leadership’s job is to work Commander’s desires as long as they are not lllegal, Immoral, or Un-
ethical

*Assist in Senior Meetings with Tactical and 6, 12, and 18 month Strategic Planning

*Keep communication in decency and in order (Praise in public—Punish in private)

sLeadership duties are everything in Core Document, and then being able to handle all things that
the Squadron Commander does (Staff Meetings, Finance, Contracts, Personnel ...etc.)
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Commander’s Philosophy

*Every Military Member, Civilian, and Contractor in this
unit has four individual responsibilities

eKnow your job

eBe situationally aware

eBe healthy

eTreat every individual with dignity and respect
Leaders set the example
*Think through problems and let me know what YOU
would do if YOU were the CC
*DON’T COMPLAIN!
*Keep a sense of humor, enjoy your families, and have
fun.
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26 NOS Permission Slip

*Is it good for my customer?

*Is it legal and ethical?

*Is it something | am willing to be accountable for?
Am | prepared to answer 4Ws and H to the boss?

If so, don’t ask permission. You already have
it...Just do it!
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